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hic aleorith Theme 2: Cryptanalysis based using Side-
Cryptographic algorithm Channel Information from Crypto. Module

Encryption: C= P mod N P: Plaintext, C: Ciphertext

E, N: Public keys

Decryption: P=C” mod N |D: Secret key

Power
[50mV/div]

‘ "&Crypto
module

2
=
£
=

Theme 1: Hardware
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Waveform patterns clearly showed secret key information

Simple Power/EM Analysis reveals secret information
directly using one or a few power waveforms
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Measurement of leakage information Secret key information is estimated by waveform patterns

from cryptographic module



